
The Turkish Online Journal of Design, Art and Communication - TOJDAC  
ISSN: 2146-5193, September 2018 Special Edition, p.2571-2579

DETERMINATION OF TRUST REQUIREMENTS ATTRIBUTES FOR 
DEVELOPING ACCEPTABLE AUTONOMOUS CAR 

Halimaton Hakimi 
Master in Information and Communication Technology 
Faculty of Information and Communication technology, 

 Universiti Teknikal Malaysia Melaka, Melaka, Malaysia. 
halimaton.mpp1516@gmail.com 

Massila Kamalrudin 
PhD in Electrical and Electronic Engineering, Associate Professor, 

Faculty of Information and Communication technology, 
 Universiti Teknikal Malaysia Melaka, Melaka, Malaysia. 

massila@utem.edu.my 

Suriati Akmal 
PhD in Manufacturing Engineering, Senior Lecture 
Innovative Software System and Services Group,  
Universiti Teknikal Malaysia, Melaka, Malaysia. 

suriati@utem.edu.my 

Noorrezam Yusop 
PhD in Information and Communication Technology, Doctor, 

Faculty of Information and Communication technology, 
 Universiti Teknikal Malaysia Melaka, Melaka, Malaysia. 

noorrezam@gmail.com  

Safiah Sidek 
PhD in Education, Associate Professor  

Innovative Software System and Services Group,  
Universiti Teknikal Malaysia, Melaka, Malaysia 

safiahsidek@utem.edu.my 

ABSTRACT 
Automation technology has gained a special interest in the revolution of Industry 4.0, where it helps to 
minimize human intervention to perform a complex task such as driving a vehicle. This has resulted to 
the needs of trust concern among users especially when it related to driving an autonomous car. Hence, 
this leads to low acceptability and marketability among users on this car. Therefore, considering trust 
requirements from the early development of car is crucial.  To do this, determination of trust 
requirements attributes needs to be done in order to define correct trust requirements is produced. In 
this paper, we discussed our findings of preliminary study conducted to analyse the attributes of trust 
requirements for developing acceptable autonomous car based on the perspectives of the users in 
Malaysia. This preliminary study was carried out with 50 potential buyers of autonomous car. The 
results indicated that the most effective trust attributes in trust requirements are privacy, experience 
and integrity the may lead to better acceptability of autonomous car. 

Keywords: Trust Requirements, Trust Attributes, Autonomous Car, User Perspectives. 

Introduction 
Automation technology is increased especially in Industry 4.0 by replacing human to perform a 
complex task such as driving has resulted in the need trust concern to ensure eliminating human 
intervention from driving the autonomous car. This development is also in line with the Mega Science 
3.0 Roadmap 2020-2050 that requires the industry to provide a safer and more efficient driver-free 
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driving. Autonomous cars (ACs) are driverless cars that incorporate a control function without direct 
driver input. The National Highway Traffic Safety Administration NHTSA (2016) describes that the 
autonomous cars have some aspects of safety-critical control function, such as steering, brake assist, 
self-parking and other functions without a direct driver input (NHSTSA, 2016) 

Autonomous car use sensing and communication technologies to navigate safely and efficiently with 
little or no input from the driver; as someone who does not enjoy driving this is of great technology 
attracting to users. Therefore, Daziano, Sarrias, & Leard (2017) attempt examining to the willingness 
of user to pay for the autonomous car. These studies conducted online survey by using Qualtrics online 
platform for collected data from respondents. However, the result shows many of people not willing to 
pay anything at all for the technology. That means, autonomous car had low marketability among the 
users. In this case, automakers need consider the user acceptance and trust requirements before 
developed the autonomous car.  

Although driving ACs is argued to greatly improve safety by reducing collisions resulting from human 
error and human distraction (Fitch, Bowman, & Llaneras, 2014), the acceptance level of autonomous 
cars is still minimal due to the lack of trust on the autonomous technology by the users. In this case, 
trust requirements need to be related to user’s confidence of the autonomous car, which is derived 
from the provider’s efforts in considering the safety, security, privacy and performance that meet the 
user’s expectations. This is because accurate definition of trust requirements helps users to choose and 
use AC that has high level of safety as well as to prevent users from getting involved in accidents. 

The lack of trust is one of the impacts that reduces user’s acceptance on the ACs. Acceptance is a post-
hoc concept and generally measured after exposure, whereby users can express their support either via 
attitude or behavioral response. The majority of users could not accept a car that is not controlled 
manually by human, when needed. This is a clear indication that user acceptance is the main barrier 
for user’s acceptance on the technology of autonomous car or full automation (Daziano et al., 2017). 

In reality, everybody wants their own car to protect them at all cost. This requirement is consistent 
with the development of autonomous cars that address the issues of “safety dilemma” for the purpose 
of reducing the number of casualties. It is expected that the development of autonomous car will 
eventually reduce the rates of collision, leading to safety improvement. In this case, the development 
of autonomous car needs to consider the issues of trust and user acceptance. 

In an attempt to examine the acceptance of user towards autonomous car, Schoettle & Sivak (2014) 
conducted online survey involving 1,533 respondents at three different countries which are the US, 
UK and Australia. Their questionnaires investigated the issue of user’s acceptance based on five 
categories. The categories are: i) the familiarity with and general opinion about autonomous and self-
driving vehicles, ii) the expected benefits of autonomous vehicles, iii) the concerns about using 
autonomous vehicles, iv) the concerns about different possible implementations of autonomous 
vehicles, and v) the willingness to pay for the autonomous technology. All respondents show positive 
feedback to the four categories, except that they are not willing to pay extra for the autonomous 
technology. However, the aspect specifically related to trust requirements for the respondents towards 
autonomous car was not investigated. 

In car manufacturing, requirements captured are mostly focusing on the design of a car but not looking 
at the real needs of user including the trust factors that leads to the acceptability of the new technology 
of a car. Thus, the element of trust also needs to be taken into consideration when capturing 
requirements to determine the design of an autonomous car. In this context, trust requirements are 
defined as the needs of safety, reliability and comfort of the drivers towards autonomous car (Hakimi, 
Kamalrudin, & Akmal, 2018).  

However, there have been very limited works to capture or analyse trust requirements before the 
development of an autonomous car. Most of the works tend to focus on the development of the parts of 
autonomous car and the acceptance level from society on the technology (Creech et al., 2016; 
Khurana, S., Chandna, A., & Batra, 2016) rather than the determination of trust attributes. 
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This paper presents the preliminary study on analysis the determination of trust requirements attributes 
that address user acceptance of autonomous car. The rest of this paper is organized as follows: Section 
2, we discussed the background and motivation. Next in Section 3, was explained on the methodology. 
Section 4, we explained the results from the survey conducted. Then in section 5, we discuss the thread 
of validity of this study. Finally, this paper ends with a conclusion in section 6 that propose an agenda 
for future work. 

 Background and Motivation 
1. Definition of requirements 
 Requirements are the needs or expectations of customers regarding the product developed in a 
particular industry. In this case, the product developed by the industry is the autonomous car. There are 
two main reasons why requirements are necessary for a particular product, which are: i) Specific 
product demands certain functions or qualities, and ii) customer wants that requirements to be part of 
the development of the product (Robertson, 2006). Therefore, requirements based on user’s needs are 
essential for the creation and development of the autonomous car. 

 Requirements consist of two classifications: functional requirements and non-functional 
requirements. Functional requirements are an action that the product must take if it is to be useful to its 
user. It relates to any actions, such as calculation, technical details or other specific functionality that 
define what a system is supposed to accomplish (Hakimi, Kamalrudin, Sidek, & Akmal, 2018).  

 Non-functional requirements specify how the product should work and the qualities the 
product must have. The non-functional requirements for autonomous car describes properties, such as 
the look and feel of safety, security and privacy, which are critical to the product’s success based on 
the user’s expectations and demand. In this case, correct non-functional requirements are important to 
ensure the developed autonomous car look secure and safe (Hakimi, Kamalrudin, Sidek, et al., 2018). 

2. Trust Requirements 
 Trust requirements are defined as the needs to address the issues of safety, reliability and 
comfort of drivers or users (Cunningham & Regan, 2015). The trust preference is based on three 
aspects: i) Customer’s satisfaction with the technology provided, ii) Willingness of learning and using 
the automated features in the current autonomous technology in a car, and iii) Preferable method for 
learning to use the automated features (Abraham et al., 2016). 

 The importance of trust in the autonomous car is related to the factors for creating willingness 
to use an autonomous car system and ensuring its correct usage (Fredrick, Mikael, & Jana, 2017). 
Currently, most studies focus on user’s expectations or acceptance of the system, ignoring the trust 
aspect of the autonomous system. It is identified that trust plays an important role in enhancing the 
acceptance of autonomous cars. Trust contributes to the confidence level of the drivers, especially 
when they achieve knowledge-drive and emotion drive (Lee, Kim, Lee, & Shin, 2015).  

 In addition, Hakimi, Kamalrudin, & Akmal (2018), discuss on the determining the trust 
attributes in automotive industry concern on autonomous car. It is important because automakers need 
to develop autonomous car based on user’s need and expectations including trust attributes that are 
able enhance the acceptance of the autonomous technology. Based on previous study, mentioned there 
have seven trust attributes which are safety, security, privacy performance, experience, integrity and 
economic (Hakimi, Kamalrudin, & Akmal, 2018). Table 2.1 show the description of each trust 
attributes. 
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Table 2.1: Description of trust attributes 

3. Levels of Autonomous Driving  
 The different levels of autonomous driving, as shown in Table 2.2 serve as a general guideline 
for users determine the level of automation of vehicles (Reese, 2016). This guideline has been used as 
reference by many projects related to the development of autonomous cars (Flemisch, F., Kaussner, A., 
Petermann, I., Schieben & Schöming, 2011), although some research indicated that level 5 has not 
been implemented on British roads until 2030 due the lack of trust among drivers on autonomous cars 
(Stanton, Young, & Guy, 2016; Walker, Stanton, & Young, 2001) 

Semi-autonomous functions as example level 3 and level 4 in relatively formulaic situation such as 
self-parking and cruise control already available, and a fully autonomous car is expected to be 
introduced in the near future. According to Table 2.2, there is a huge difference of function from level 
1 to 3, where starting from level 3, semi and fully automated functions are introduced in the 
autonomous cars. This indicates that higher trust is required starting from level 3 to 5 (Hakimi, 
Kamalrudin, Sidek, et al., 2018). 

Table 2.2: The Five Levels of Autonomous Driving (NHSTSA, 2016) 

Paper Attribute Description

(Nahavandi, 
2017) 

Safety The ability of the autonomous car to ensure safety of its users 
and other people surrounding it.

(Rouse, 2017) Security Protects the digital information and data from any danger or 
threat from any malicious.

(Hakimi, 
Kamalrudin, & 
Akmal, 2018)

Privacy The ability of autonomous car for being freedom to interference 
hacker.

(Ayesha, Neville, 
Walker, & Young, 
1997)

Performance The operation or the function of the autonomous car, primarily 
related to the effectiveness as of the engine of the autonomous 
car.

(Verberne, Ham, 
& Midden, 2012)

Experience Related to user’s satisfaction when using the autonomous cars.

(Choi & Ji, 2015) Integrity The ability of the car to perform well consistently

(Hakimi, 
Kamalrudin, & 
Akmal, 2018)

Economic Represents good value for money to purchase the autonomous 
car based on users’ requirements

Level 
0

Zero Automation: Driving as Usual 
Function: A human driver is required to operate the vehicle safely at all times.

Level 
1

Driver Assisted/Function Specific: 
Intelligent Features add layer of safety and comfort 
Function: A human driver required for all critical function. The car can alert the driver to 
condition, environment and obstructions. It can also offer assisted/smart performance and 
driving capabilities.

Level 
2

Partial Automation/Combined Autonomous Functions: 
Key Automated capabilities become standard but driver still in control  
Function: A least two simultaneous autonomous tasks become are managed by the vehicle 
in specific scenario.
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Methodology  
Data Collection: 
 As mentioned in previous section, to ensure the validity and reliability of the seven trust 
attributes, we conduct the preliminary study. The Likert scale was use from 1 (strongly disagree) to 5 
(strongly agree) in this survey. The preliminary study was done a group of our potential buyer of the 
autonomous car. The survey was conducted through online and face to face. 
Data Analysis: 
 The data was analyzed using SPSS version 21 consisting of descriptive analysis, reliability test 
and correlation tests. 

Results 
The results are analyzed from the perspectives of the following: (i) Respondent Profile, (ii) Reliability 
test and (iii) correlation test. 
1. Respondent Profile 
Table 4.1 show the profile of the respondents. Majority of respondents are 36 males with 72% while 
the frequencies of female 14 female respondents are 28%. In addition, range of their age is between 18 
to 29 years old. 

Table 4.1: Demographic profile 

Level 
3

Conditional Automation/Limited Self Driving: The car becomes a co-pilot  
Function: The vehicle manages most safety-critical driving functions as known (mapped) 
environmental conditions. A human driver is still present and expected to manage vehicle 
operation. 

Level 
4

High Automation: Capable of performing all safety-critical driving functions while 
monitoring environment/conditions in defined use cases 
Function: Per NHTSA, this is full self-driving automation. Per SAE, self-driving is fully 
possible in most road conditions and environments without need of human intervention. 

Level 
5

Fully Autonomous: Vehicle is completely Driverless 
Function: No level 5 per NHTSA, Per SAE, full-time automated driving in all conditions 
without a human driver. These vehicles will not feature driving equipment and will no longer 
look like the vehicles of the past.

Item Frequency Percentage [%]

Gender
Male 36 72

Female 14 28

Age 18-29 Years 50 100

Level Education

Diploma 18 36

Bachelor Degree 27 54

Master or PhD 5 10

Level Automation

Level 0 12 24

Level 1 15 30

Level 2 12 24

Level 3 11 22

Usual Car Usage

Daily 21 45

1-3 days a week 14 28

1-3 days a month 15 30

Almost 
[never]

0 0
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Regarding to demographic feature in Table 4.1, respondents holding bachelor degree are 27 
respondents with 54%, while 18 respondents with 36% holding diploma. The rest of the respondents is 
10% holding master and PhD. Majority of respondents use car in their daily days and have 45% of 
respondents. Then, the result show 30% of respondents is normally driving car 1-3 days a month while 
25% respondents is driving 1-3 days a week. However, there is zero percentage of respondent are 
never driving the car. That mean the entire respondent has experience to drive a car. The majority level 
of automation user’s car is level one, which is their car required human for all critical function. The car 
can function to alert the driver to condition, environment and obstructions and it also offer assisted/
smart performance and driving capabilities. The percentage of respondents have level automation in 
level one are 30%, while 24% of respondents in level zero and two. The rest of the respondents is 22% 
in level 3. In this sample, the difference percentage between level automation (level: zero, one, two, 
and three) is not much different between six to eight percentage higher for first level automation.  
  
Interestingly, the standard deviation for safety is 0.725, standard deviation for security and economic is 
0.789 and then followed by standard deviation for performance is 0.794. The others trust attributes 
which is privacy, experience and integrity is bigger than 0.7 and less important trust attributes for 
develop the acceptable autonomous car based on users need. 

2. Reliability Test 
 Reliability analysis is the used to analyses the reliability of the question to generate accurate 
results. Through the reliability analysis, the researcher can know the designed questionnaire is 
acceptable or unacceptable. In the Table 4.2 present the alpha coefficient of in which all attributes 
were accepted required level of 0.7 and above suggested by George & Maller (George & Mallery.P, 
2003). 

Table 4.2: Reliability Test 

(SEC=security, PRI= privacy, SAF= safety, ECO=economic, PER=performance, INT= integrity, 
EXP=experience, TRU=trust) 

The scale Cronbach’s Alpha values for all study variables are between ranges 0.920 - 0.979 which 
show all excellent level as the minimum acceptable level is 0.70. The scale Cronbach’s Alpha for 

Item Mean Std. Deviation

Important Trust 
Attributes

Safety 3.38 0.725

Security 3.30 0.789

Privacy 3.04 0.925

Economic 3.10 0.789

Experience 3.22 0.840

Integrity 3.20 0.808

Performance 3.24 0.797

Factors Item Cronbach’s Alpha

SEC 9 0.939

PRI 30 0.979

SAF 19 0.973

ECO 10 0.921

PER 5 0.920

INT 16 0.963

EXP 9 0.954

TRU 8 0.957

 Submit Date: 05.07. 2018, Acceptance Date: 22.08.2018, DOI NO: 10.7456/1080SSE/330 
Research Article - This article was checked by Turnitin 

Copyright © The Turkish Online Journal of Design, Art and Communication



The Turkish Online Journal of Design, Art and Communication - TOJDAC  
ISSN: 2146-5193, September 2018 Special Edition, p.2571-2579

variable (SEC=0.939). The scale Cronbach’s Alpha for variable (PRI=0.979). The scale Cronbach’s 
Alpha for variable (SAF=0.973).   The scale Cronbach’s Alpha for variable (ECO=0.921). The scale 
Cronbach’s Alpha for variable (PER=0.920).   The scale Cronbach’s Alpha for variable INT=0.963). 
The scale Cronbach’s Alpha for variable (EXP=0.954). The scale Cronbach’s Alpha for variable 
(TRU=0.957). The result of reliability test showed that items measured are reliable. Table 4.2 the 
shown Cronbach’s Alpha values for all variables. 

3. Correlation Analysis 
 The Pearson’s Correlation is used to measure the strength of the relationship between SEC, 
PRI, SAF, ECO, PER, INT, EXP and TRU the independent and dependent variables. The value of 
correlation coefficient is from -1 to +1 as highly correlated and more than 1 consider as less correlated.  
 The relationship between SEC, PRI, SAF, ECO, PER, INT, EXP, and TRU was analyse using 
Person correlation coefficient. The preliminary analyses were performed to analyse trust requirement 
attributes to develop the autonomous car. The result shows all the trust attributes have significant 
relationship with trust requirements. There was strong correlation between PRI and TRU; INT and 
TRU where (R=0.746, N=50, P<0.05), and EXP where (R=0.72, N=50, P<0.05) as demonstrated in 
table 4.3. 

Table 4.3: Pearson’s Correlation Analysis 
Correlations

Econom
ic

Safet
y

Securi
ty

Experie
nce

Integr
ity

Privac
y

Performan
ce

Trust

Economic

Pearson Correlation 1 .
634** .712** .542** .609** .609** .696** .

555**

Sig. (2-tailed) .000 .000 .000 .000 .000 .000 .000

N 50 50 50 50 50 50 50 50

Safety

Pearson Correlation .634** 1 .734** .612** .621** .621** .787** .
654**

Sig. (2-tailed) .000 .000 .000 .000 .000 .000 .000

N 50 50 50 50 50 50 50 50

Security

Pearson Correlation .712** .
734** 1 .749** .600** .600** .791** .

620**

Sig. (2-tailed) .000 .000 .000 .000 .000 .000 .000

N 50 50 50 50 50 50 50 50

Experien
ce

Pearson Correlation .542** .
612** .749** 1 .698** .698** .654** .

721**

Sig. (2-tailed) .000 .000 .000 .000 .000 .000 .000

N 50 50 50 50 50 50 50 50

Integrity

Pearson Correlation .609** .
621** .600** .698** 1 1.000

** .636** .
746**

Sig. (2-tailed) .000 .000 .000 .000 .000 .000 .000

N 50 50 50 50 50 50 50 50

Privacy

Pearson Correlation .609** .
621** .600** .698** 1.000

** 1 .636** .
746**

Sig. (2-tailed) .000 .000 .000 .000 .000 .000 .000

N 50 50 50 50 50 50 50 50

Performan
ce

Pearson Correlation .696** .
787** .791** .654** .636** .636** 1 .

560**

Sig. (2-tailed) .000 .000 .000 .000 .000 .000 .000

N 50 50 50 50 50 50 50 50
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 Limitation 
 In summary, there is few limitation that we need to overcome in the future study. Firstly, the 
number of respondents is too small to derive any discussion and conclusions. Furthermore, most of our 
respondents are young driver who have started to drive and there are less experience in driving. Both 
constraints are believed could affect the results as different demographic and level job position could 
contribute to different findings of the survey. Therefore, we plan for replications of this study in the 
future for strengthen the results. 

Conclusion and Future Works 
 The purpose of this study is to determine the trust requirement attributes for developing 
acceptable autonomous car. Based on the results of our preliminary study, it is found that there is a 
significance needs to determine trust requirement attributes at the early stage of the development of 
autonomous car in order to encourage the acceptability of the car. 
The result shows that, all trust attributes were significant with trust requirements to develop an 
acceptable autonomous car. The results indicated that the most effective trust attributes in trust 
requirements are privacy, experience and integrity. The most three effective trust attributes ensure the 
better acceptability of autonomous car based on user perspectives 
 For future work, we plan to develop a library that consist of trust properties and attributes to 
work as a guideline to the manufacturer to make an acceptable autonomous car.  
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