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ABSTRACT 
Blockchain has become a new frontier and successful technology in both public and private sector. Despite 
that, many technical challenges such as fraud and hacking arise within this technology resulting in the lack 
of trust among users towards this new technology. Hence, trustworthiness aspect becomes important for 
requirements engineer when eliciting requirements for user acceptability. Requirements elicitation is 
prominent stage in software development life-cycle as it determines positive or negative result on software 
functions as well as the quality of requirements. In this case, requirements engineer need to be conscious 
of the accuracy and completeness of requirements to ensure the development of a well-function software 
application. There are myriads methods, approaches and tools related to requirements elicitation, 
nevertheless, eliciting requirements for Blockchain application is found to be challenging, as the properties 
of Blockchain application are different from the common software or application technology. This paper 
aims to present a comparison analysis of the existing methods, approaches and tools that assist 
requirements engineer to elicit requirements. The analysis can be used as a guidance to identify the 
existing work related to requirements elicitation. 
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I. Introduction 
Requirements elicitation is one of requirement engineering activities to determine the system 
requirements, purpose and constraints through discussion with stakeholders before executing it to upper 
level [1]. There are various requirement elicitation approaches, tools, techniques, and models to guide 
requirements engineer namely, questionnaires [2], interview [2] and brainstorming [3]. 

Requirements elicitation gain prominent attention in recent years as it has been found that the failure of 
software application is due to requirements error [4]. Resolving requirements error in the later software 
phase is time consuming, expensive and require much efforts [4]. To elicit quality requirements is a 
complex and not an easy task for requirements engineer. Requirements engineer must have abroad 
knowledge to figure out the important point during eliciting requirements in standard documentations [5]. 
Moreover, communication and language barrier is critical in eliciting requirements because stakeholders 
sometimes unable to clearly state their business need [6]. This problem leading to requirements vagueness. 
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Referring to [7], communication issues in requirements elicitation are classified into five categories, 
namely, type of input, personalities involved, communication skills, medium of communication and 
procedures. 

Blockchain is a revolutionary technology functioning as distributed ledger of an event that have been 
executed by an application and shared among participated parties across the network [8]. The adaptation of 
this technology empowering in both public and private sector including finance firm [9], medical records 
management [10], cloud computing [11] and agricultural supply chain [12].  

Despite that, increasing hype such as hacking and fraud cases related to new technologies including 
Blockchain technologies create trustworthiness gap for user acceptability [13]. According to [14], 
trustworthy software application becomes a concern in order to adapt modernization computing 
experience and to promote a high-quality software product. Hence, requirements engineer must give more 
attention to trustworthiness aspect during requirements elicitation activities. 

There are numerous researcher efforts in requirements engineering since requirements elicitation is an 
important activity to avoid misunderstanding that may lead to application failure. Despite various 
techniques, methods, approaches and tools have been developed to assist requirements engineer, they tend 
to have different scope and context. So far, requirements elicitation related to Blockchain research appear 
to be scarce, disconnected and limited Thereby, in this paper, we intended to review on existing 
approaches, methods and tools to help requirements engineer to elicit accurate trustworthiness 
requirements for Blockchain technology for user acceptability. 

This paper is organized into four main sections. After the introduction, the second section presents the 
methodology of the review. The third section presents the findings and discussion section. Finally, 
conclusion presented in the fourth section.  

II. Research Methodology 
We constructed a review protocol to search for the relevant studies based on Kitchenham [27] systematic 
review approach. As our research is more focuses on wider knowledge in requirements elicitation and 
Blockchain technology. The basic phases of [27] are divided by three phases which are planning, 
conducting and reporting. In the planning phase, we designed research questions as in Table 1. These 
research questions are designed to address the requirements issues as aforementioned. 

Table 1: Research questions 

The review protocol activities are as shown in Figure 1. The purpose of adopting the review protocol is to 
ensure that all the relevant studies are captured for the analysis.  

The empirical studies were conducted by using search engines, namely, IEEE Xplore, ScienceDirect, 
Springer, Scopus, Google Scholar, and ACM Digital Library. The search keywords were used for different 
relevant topics to ensure that all related papers are included. (Trustworthiness OR Trustworthy AND 
(Requirements OR Attributes OR Properties) AND (Elicitation OR Collecting) AND (Approach OR 
Method OR Techniques OR Model OR Pattern OR Template) AND (Blockchain) to collect all the relevant 
papers. 

RQ1 What are the important trustworthiness 
requirements for Blockchain technology?

RQ2 What a re the ex i s t ing works in 
requirements elicitation?

RQ3 What are the trustworthiness requirements 
that are being considered during 
requirements elicitation?
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Figure 1: Review protocol process [27] 

We applied inclusion and exclusion criteria as outlined in Table 2 to collect relevant studies. By analysing 
the title, abstract, and conclusion of the primary identified studies, we eliminated any unrelated studies.  
After applying these steps, 51 studies were retained. Furthermore, we accessed and evaluated the articles 
by checking the content of the articles. Irrelevant studies were rejected at this stage and the relevant 
studies will be analysed. Out of 51 articles, there are only 12 articles are being considered for further 
review. The next phase was conducting the comparison analysis and reporting the analysis of the related 
works. 

Table 2: Inclusion and Exclusion Criteria 

III. Findings and Discussion 
We found 12 papers published between 2010 and 2017 that discussed on the topic of requirements 
elicitation approach in the beginning of software development. For each of the paper, we identified the 
type of contribution, and the domain of application of their approach. The results are presented in Table 3. 

Table 3: Approaches, Tools, Method/Techniques and Framework of Requirements Elicitation 

!

Inclusion Criteria Exclusion Criteria

Papers focusing on eliciting, gathering Blockchain 
requirements 

Papers focusing on tools, methods, approach and 
techniques used in requirements elicitation

Papers do not focus on requirements 
elicitation

Contribution 
Type

Study 
Ref

Application Domain

Approaches [16] Banking

[18] Online Discussion

[22] Transportation

[23] Trading

[1] Education project 
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The list of related works in requirements elicitation are presented in a table of comparison as shown in 
Table 3. Referring to Table 3, the comparison analysis of the approaches, techniques, methods and tools 
involves various domains, which are banking, online discussion, transportation, trading, maritime, online 
shopping, web publishing, sales, mobile app, library, childcare, company/organization, and healthcare. 
Referring to the contribution aspect in Table 3, most of the existing works focus on developing methods 
and approaches, while limited works were involved in developing tools. As presented in Table 3, there are 
three existing works for tool that focus on maritime, online shopping, web publishing, sales, and mobile 
app domain. The finding indicates that there is no outstanding work of requirements elicitation in 
Blockchain domain. Next, we further investigated the trustworthiness factors that were being considered 
by the authors in the existing requirements elicitation works as shown in Table 4. Referring to Table 4, 
there are various factors that were being considered.  Despite that, we found that trustworthiness 
requirements is still sparse because 6 out of 12 existing works are not aware of trustworthiness aspect 
during eliciting requirements. Based on the analysis, we also found that there are some factors with the 
similar meaning and being applied in different purpose, scope and context. 

Table 4:List of trustworthiness factors based on paper studies 

IV. Methods and Approaches in Requirements Elicitation 
There are numerous works are done to elicit trustworthiness requirements. For example, a work by [15], 
they expressed that trustworthiness requirements must be elicited to ensure user acceptance in healthcare. 
They proposed conceptual model and a framework for systematic elicitation by using i* for goal-

Tools [24] Maritime, Online Shopping, Web Publishing, Sales

[25] Mobile App

[26] Rental

[20] Childcare

Method/ 
Techniques

[19] Library

[21] Company/Organization

Framework [15] Healthcare

Study Ref Trustworthiness Factors

[15] Reliability, Correctness, Privacy, Availability

[16] Suitability, Accuracy, Interoperability, Security, Compliance

Time, Resource, Compliance

Maturity, Fault to Tolerance, Recoverability,Compliance

Understandability, Learnability, Operability, Attractiveness, Compliance

Analysability, Changeability, Stability, Testability, Compliance

Adaptability, Install ability, Replaceability, Compliance

[21], [24] Security

[22] Safety

[23] Availability, Reliability, Integrity, Maintainability, Confidentiality, Safety

[25] Security, Confidentiality, Integrity, Authentication, Authorization, Availability, No-
Repudiation
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modelling with Business Process Model and Notation (BPMN) for business modelling for health-care 
system. In this work, mechanism such as actors, goal, physical and non-physical devices, and activities are 
needed to be determined for modelling. However, the framework cannot be applied successfully without 
understanding and defining all the mechanism in the business process. On the other hand, Aldrin Jaramillo 
[16] proposed a template to document the non-functional requirements (NFRs) based on BPMN and i* 
questions, such as "what?", "why?", and "how?" and uses ISO NFRs taxonomy [17] to gain more explicit 
and detailed requirements in ATM functions. The proposed questions template targeting to explain the 
purpose of the feature rather than guiding in eliciting requirements. 

Another method to elicit requirements based on user perspective is crowdsourcing, proposed by [18]. They 
proposed to use crowdsourcing to elicit such adaptivity requirements. They exploited the advantages of 
crowdsourcing to collect evidence about variability coverage of a current variability model. This approach 
is believed to keeps user satisfaction and to identify relevant adaptation requirements. However, this 
approach relies on the presence of human feedback on online discussions. In [19], the researchers 
proposed to merge the activity diagrams that first obtained from requirements given by crowd and 
generate a synthetic solution which can serve a crowd consensus about requirements question in library 
systems. After gathering a collection of activity diagrams from the crowd, the collection will be encoded 
based on a triangular matrix scheme, then genetic operators are executed to find an optimal solution. 
However, this approach focused more to merge multiple activity diagrams into one final solution of 
activity diagram rather than eliciting requirement process. 

In Ribeiro, et al. [20], they introduce another way of elicitation by using gamification and six thinking hats 
concept. They aim to improve the participation in a requirement elicitation process for collecting both new 
requirements and feedback from the participants that involve different stakeholder participants such as 
project manager, secretary and educator using tools. The proposed game provides scoring points and 
bonus for the participation. Another similar approach by [21], they proposed a card game to elicit 
requirements that involved employees in an organization to play in order to understand threat and 
document security requirements. In this game, the players, which are the employees need to proposed 
social engineering threats and the other players rate their validity based on their knowledge of the context.  
However, these works are limited to small participants in an organization. 

There are also other approaches applied to capture requirements. Luciana et. al [22] proposed an ontology 
domain to elicit safety requirements. They investigate the mechanism in a system that have possibilities to 
become the issue of the problems, the reason of the problems and the impact towards to software system 
by determining the component’s roles, properties, weaknesses, relations and dependencies. As a result, 
they refine the requirements by eliminating the trigger of the event that may lead to mishap of the system. 
However, this work focused more on critical functions in transportation system. Another approach 
proposed by [23], they use Quality of Service (QoS) ontology to structure elicitation interviews, guide 
requirements analysts with regard to the important quality aspects relating to software, and support the 
development of accurate NFRs based on the QoS ontology. The NFRs elicitation approach in this paper 
makes use of a knowledge repository to aid to the process of capturing precise NFRs of a stock trading 
system. 

There are works that proposed tool-support to help in eliciting the requirements. For example, in [24], they 
developed a tool called AMAN-DA that reuses associate knowledge in security ontology and domain 
ontology. AMAN-DA construct domain ontology by describing the upper-domain ontology with two main 
components; (a) concepts to the referred domain such as vessel, car, person, patient, etc and (b) 
relationships between those concept that include Is-A relation (generalization/specialization) such as 
HasLength, HasLocation, haveParents, etc. For security ontology, AMAN-DA use a core security ontology 
that consists of three main dimension which are organization, risk and treatment. Nevertheless, they did 
not develop Blockchain domain ontology to help the elicitation process in Blockchain. Likewise, tool 
support called MobiMEReq for security requirements of mobile apps by using SecEUCs and SecEUIs 
prototype model by [25]. The tool helps to capture security attribute extracted from textual natural 
language requirements and the SecEUC. A SecAttribute Pattern Library is developed to be used as tracing 
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engine to analyse the textual mobile requirements and to map the matching set of abstract interactions of 
SecEUC. However, the library pattern to elicit Blockchain requirements is not exist. Another automated 
tool proposed in [26] that called as MaramaAI used a round-trip, and rapid prototyping approach based on 
Essential Use Case (EUC) to check inconsistency in capturing requirements of multi-lingual requirements 
in both the English and Malay languages. The tool then visualise the requirements in either language. 
However, this work is more beneficial for a lightweight framework to assure the consistency and 
correctness of requirements in multi-lingual.  

Another innovative elicitation called as paper prototype proposed by [1] use a visual representation of 
what the system will look like. In this case, a hand drawing of system features can be visualized. The final 
requirements are based on the prototype that have been visualized earlier. However, this approach is 
suitable for small and medium sized project and not suitable to be applied for large and complex systems. 

V. Conclusion 
An analysis of methods, approaches and tools to elicit requirements has been conducted. A list of existing 
works related to eliciting requirements has been presented in Table 4. Based on the analysis of existing 
works, there is yet no existing work on requirements elicitation approach related to Blockchain technology 
domain. Moreover, most of the works in elicitation focus on the conventional methods and approaches 
although there were efforts to improve these approaches. Despite that, there are some tools developed to 
elicit requirements in business requirements, maritime, online shopping, web publishing, and sales. 
However, tools to elicit Blockchain technology requirements are still non-existence. Our findings show 
that there are still lacking trustworthiness requirements elicitation work especially in Blockchain 
technology. Due to the emerging development of application using Blockchain technology, the quality of 
requirements elicited in the early development phase is very important. For future work, we plan to 
develop an automated requirements elicitation approach to assist requirements engineer in eliciting 
trustworthiness requirements related to Blockchain technology.  
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