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ABSTRACT 
Software Defined Network (SDN) emerged as a prominent solution towards the future network challenges. 
However, SDN itself facing challenges, especially related to security, to cater. This research reviews the 
areas that are prone to threats and demanding strong security measures, reliability and performance. 
Additionally, solutions have been discussed to address the issues while keeping maximum functional 
transparency of SDN at the same time. 
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1. Introduction 
Software Defined Networking (SDN) authorizes network operators with more flexibility to program 
their networks. With SDN, network management moves from codifying functionality in terms of 
low-level device configurations to building software that facilitates network management and 
debugging. As in figure 1, the architecture of SDN has decoupled control and data planes; system 
insight and state are consistently incorporated; foundation of the system is preoccupied from 
applications. Network components like switches and routers acts as forwarding devices in SDN to 
implement data plane logic [1], whereas, the central unit, aka controller, maintains the network 
intelligence [1-2]. This controller contains applications for load balancing, measurement, routing 
etc. 
The ONF/SDN architecture comprises of three layers, illustrated in fig. 1, that are open through 
open APIs: 
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The Application Layer comprises of the end-client business applications that expend the SDN 
communication services. The limit between the Application Layer and the Control Layer is 
navigated by the northbound API. 
The Control Layer gives the combined control usefulness that directs the system sending conduct 
through an open interface. 
The Infrastructure Layer comprises of the network elements (NE) and devices that give packet 
switching and forwarding. 
 

Fig. 1: SDN architecture 
SDN provides couple of positive aspects to handle the problems facing in legacy network 
architectures [4-7].  

1. Programmability of the network 
Merely by admitting an additional orchestration levels, SDN could take care of network dynamics 
along with sophisticated dynamics inside usual technique. SDN provides meanders the ability to 
manipulate the frameworks hence and to level them without affecting performance, firmness, as 
well as the customer expertise [8]. 
SDN is an exceptional opportunity for hyper-scale data centers (DCs) management. Significant scalability 
problems are associated with these DCs, especially with the increase in migration of virtual machines 
(VMs). Migrating a VM and updating the media access control (MAC) address table using legacy network 
architecture may disturb the user experience and applications. 
Therefore, network virtualization, which is an SDN application, offers a prominent opportunity for 
hyper-scale data centers. Tunnels are used to encapsulate the MAC address from the infrastructure 
layer, enabling Layer 2 traffic to run over Layer 3 and thus, simplifying VM migration and 
deployment in the network [8]. 

2. Device configuration and troubleshooting 
From a broader perspective, SDN offers a form of networking in which packet routing control can 
be separated from switching hardware [3-HP]. As a result, when the SDN and Ethernet fabrics are 
consolidated, real network intelligence is achieved [8]. 
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Fig. 2: Points of attack in SDN 

Even though SDN has obvious advantages such as simplification and network flexibility, there are 
some important challenges that are worth consideration like controller placement, latency, 
scalability, and reliability [9] as illustrated in figure 2 describing the potential points of attack. 
However, literature shows the limited efforts by industry and research community on security issues 
of SDN, although it comes with new vulnerabilities and attack vectors for malicious agents [10]. 

2. Security Issues in SDN 
As enterprises hope to receive Software Defined Networking (SDN), the highest point of brain issue is the 
sympathy toward security. Undertakings need to know how SDN items will guarantee them that their 
applications, data and foundation won't be powerless. With the presentation of SDN, new systems for 
securing the control plane activity are required [1]. Figure 3 illustrates the SDN architecture and the types 
of potential vulnerabilities that can be exploited by the attackers [11]. 

1. Security Issues in SDN 
The network may be targeted from within the network itself. Unauthorized access may to the network, 
physical or virtual that may lead to compromise the host connected to the SDN and open the way for 
further attacks like Denial ofService (DoS) attack or an attack on the network elements. 
Many SDN systems have been deployed within data centers using Data Center Interconnect (DCI) 
protocols such as Network Virtualization using Generic Routing Encapsulation (NVGRE), Stateless 
Transport Tunneling (STT), Virtual Extensible LAN (VXLAN), Cisco Overlay Transport Virtualization 
(OTV), Layer 2 Multi-Path (L2MP), TRILL-based protocols (Cisco Fabric Path, Juniper QFabric, Brocade 
VCS Fabric), Shortest Path Bridging (SPB), among others.  These protocols may be weak in 
authentication and encryption to provide packet contents’ security.  Due to the nature of protocol design 
and implementation by the vender/customer, these protocols could possess vulnerabilities. 
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Fig. 3: Types of potential vulnerabilities at SDN 

2. Attacks at Controller Layer 
An attacker may also try to target the SDN controller. There are several purposes for the attack.   

• First, the attacker may want to instantiate new flows by either spoofing northbound API messages 
or spoofing southbound messages forwarded to the network devices.  If this happens, the attacker 
would have the ability to allow traffic to flow across the whole SDN and avoid policies that meant 
for security. 

• Secondly, an attacker might try to perform controller DoS or cause the controller to fail.  The 
attacker might try to attempt some form of resource consumption attack on the controller to load it 
resulting in slow response. 

• Thirdly, often, SDN controllers run on some form of Linux operating system.  If the SDN 
controller runs on a general-purpose operating system, then controller may inherit the 
vulnerabilities of the OS. Often, the controllers are deployed into production using the default 
passwords without configured security settings.   

• Lastly, it would be bad if an attacker fabricated their own controller and force network 
elements to authenticate flows from the “rogue” controller. In this case, the attacker would 
have complete control of the network. 

3. Attacks at SDN Layer 
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SDN controllers uses several northbound APIs.  These APIs could use Python, Java, C, REST, XML, 
JSON, among others.  If the controller is weak in on security for the northbound API, the attackers might 
be able to create their own SDN policies and thus gain control of the SDN environment. 

Often, a default password is used for a REST API which is not very complex to determine.  
Potential problem is, if the password is not altered during the SDN deployment and the attacker 
could create packets toward the management interface of the controller, then it is very likely that 
the attackers could put in their own configuration. 

3. Securingthe SDN 
Compared with traditional networks, the separation of the control and data planes enables multi-
tenancy and programmability, and introduces centralized management into the network architecture. 
In this new model, tenants run SDN apps that interface with the SDN controller, which sends 
instructions to network elements. From a security perspective, the ability to share and dynamically 
operate the same physical network is one of the key security related differences between SDN and 
traditional architectures [10, 12*]. 

While it seems like there are several obstacles to overcome, the programmability and centralized 
management brought about by SDN enables a much greater a level of autonomy to mitigate any security 
breaches – outweighing the need for additional technology. 

4. Centralized Network Management 
While there is a risk of the SDN control plane becoming a bottleneck, the fact that it has an overview of 
the entire network, makes it capable of mitigating any reported incident dynamically. For example, a DoS 
attack can be detected and quickly mitigated by isolating the suspect traffic, networks or hosts. Unlike 
traditional DoS appliances – which generally carry only a local view of the network – centralized elements 
possess a much broader view of network topology and performance, making the SDN an ideal candidate 
for the dynamic enforcement of a coherent security posture. 

However, while centralization provides significant benefits, it also imposes several challenges, as the SDN 
controller is an attack tempting surface. Fortunately, resiliency, authentication, and authorization address 
this risk, reducing the impact of attack. 

1. Resilient Control Plane 
The three main elements of SDN are: SDN apps, the SDN controller, and network elements. Given that 
control of the network is centralized, all communication within the control plane needs to be treated as 
critical, as an outage resulting from a successful attack may lead to an undesired impact on business 
continuity. If, for example, the SDN controller is prevented from taking critical action to mitigate a dos 
attack, the entire network and all its tenants may be affected. To avoid this, the control plane needs a 
greater level of resiliency built into it. 

To communicate with tenant applications and network elements, the SDN controller exposes a set of 
interfaces. All these interfaces may experience heavy traffic loads, depending on the type and number of 
running applications. Traffic on the interfaces can be further impacted by NES, for example, forwarding 
packets for which they have no forwarding rules. So, in terms of dependence on the SDN controller, 
traditional networks appear to be more robust. 

An effective way to improve the resilience of the centralized control plane and prevent the spread of DoS 
control-plane attacks to the rest of the network is to rate-limit NES in terms of bandwidth and resource 
consumption – such as CPU load, memory usage, and API calls. 

Resilience can be further enhanced through proper resource dedication – where the SDN controller 
authenticates each resource request, and subsequently checks requests against strong authorization control 
policies. 
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2. Strong Authentication and Authorization 
Authentication and authorization are the processes used to identify an unknown source and then determine 
its access privileges. Implemented correctly, these processes can protect networks from certain types of 
attack, such as:  

• Provision of false (statistical) feedback to the system – for example, fooling the system into 
believing it is under attack, resulting in unnecessary deployment of countermeasures, which 
consumes resources and inevitably leads to suboptimal usage; 

• Modification of a valid on-path request – which results in a direct attack that alters network 
behavior; 

• Forwarding traffic that is not meant to be forwarded, or not forwarding traffic that should be – 
subverting network isolation; and gaining control access to any component – rendering the entire 
network untrustworthy. 

Encryption is one way of preventing control data from being leaked. But, even together with integrity 
protection, encryption is not sufficient to protect against man-in-the-middle-type attacks. And so, all 
communication within the control plane must be mutually authenticated. Security protocols like tls and 
IPSec provide a means for mutual authentication as well as for replay attack protection, confidentiality, 
and integrity protection. 

The problem with mutual authentication is that it requires previous knowledge of the remote 
communicating endpoint – unless a commonly trusted third party exists. Using services through API calls, 
the SDN controller provides network configuration information, enabling tenants to call SDN applications 
to control network behavior. This situation is somewhat not favorable as rival tenants may contest to share 
the physical hardware resources. While ordinary security measures – such as argument sanitization and 
validation – must be in place, to secure the network from unauthorized changes, the SDN controller also 
needs a solid authorization, authentication, and accountability infrastructure. Through this additional 
protection, an attacker is refrained from impersonating an SDN component, especially the SDN controller.  
Damages can be limited by enforcing strong authorization and accountability processes. The security 
policy enforcing system known as Role based access control, aka RBAC, is one of the commonly used 
approaches for limiting the actions permitted by an application by assigning a role to it. These roles can be 
defined on host/user or application basis. An external host is recommended for the purposes of system 
integrity assurance and log should be maintained for every occurring event in the system. 

3. Multi-Tenancy 
Where networks are built using SDN techniques, it is possible for the same physical network to be shared 
among several tenants, which can in turn manage their own virtual networks. Multi-tenancy allows for 
better utilization of network resources, lowering the total cost of ownership. For tenants, SDN shortens the 
time taken to react to changing situations through, for example, automatic scaling of resources. 

To maintain an acceptable level of security, tenants should not be able to interfere with each other’s 
networks, and need not even be aware that they are sharing network resources with others. Tenant isolation 
(the separation of one tenant’s resources and actions from another) is an important feature of SDN 
framework security. 

4. Control Plane Isolation 
Isolation is one way to prevent the actions of one tenant to influence the others. Its critical business aspect 
requires strong enforcement. Tenant isolation is set by the SDN controller, and implemented in SDN NES 
through specific forwarding rules. While the burden of providing secure isolation lies with the SDN 
controller, tenants also play an important role in sharing that burden.  

The network provides isolation primarily on the link layer. If a tenant has weak network security 
procedures, information disclosure may occur, resulting in a breach of isolation at higher layers. For 
example, a rogue SDN app with privileges that span beyond isolation borders may impact overall network 
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security by steering traffic to a third party (information disclosure) by over- or under-billing (theft of 
service) or by dropping traffic (DoS).  

The centralized nature of the SDN control plane further tempt the impact of such attacks. Consequently, 
the task of providing isolation cannot be entirely offloaded onto the SDN network. 

5. Data Plane Isolation 
SDN virtual networks may be affected by, as in traditional networks, similar network-based attacks while 
tenants running a business on these virtual networks. However, the impact of such attacks may be bared 
few or, worst, all the tenants because of sharing networking infrastructure. 
Considering the data plane, flows associated with each tenant must always remain isolated. Isolation may 
be performed logically through overlay networks and enforced within the NES. For example, by tagging 
the ownership of traffic generated by each tenant, the traffic can be carried over a shared infrastructure – 
once it has been encapsulated (tagged). Tunnels tagged for a given tenant are then forwarded to the virtual 
network for that tenant. Many alternative (and complementary) techniques are available for this type of 
encapsulation, including GRE, MPLS and IPSec. 
The isolation concerns need to be fixed keeping resource consumption in mind. While traffic isolation can 
help with data leakage, shared resource usage also requires resource isolation. For example, the existence 
of a forwarding loop within one tenant may potentially impact all tenants, as the problem overloads the 
underlying network equipment. To address this problem, the SDN controller must impose resource 
isolation, and use measures like rate limiting to minimize the effect that a tenant can have on the network. 

5. Programmability 
It is one of the principal benefits of SDN i.e. the ability to configure a network efficiently, securely, and in 
a timely manner. It brings flexible control. The ability to control a network and apply changes in a timely 
manner increases the network’s level of agility. Such flexibility may harden the network security to a 
significant level, as it is consistently monitored and, especially, designed to mitigate malicious behavior in 
real time. The downside of the flexibility provided by programmability is the significant impact it has on 
security. 

Because of misinformation, either intentionally or unintentionally, the tenants can exploit the flexibility 
provided through programmability and make changes to the shared environment that may lead to a 
disaster. Considering security, the requirement of coherency is essential among the actions taken by SDN 
apps [13]. To address the issues, arouse by coherency, the SDN controller}}. 

5.1.Dynamicity 
To fight and resist attacks, new opportunities emerges in the networks that are built of using the SDN 
approach due to their reactive and dynamic nature. Techniques like black hole routing, forwarding to 
honeypots, and automated network reconfigurations can be employed for the said purposes. Another 
technique worth naming is service chaining that can be used for malicious payload screening and trigger 
mitigating actions. 

Once suspicious behavior has been detected, the network can use its programmability features to analyze 
the situation in more detail or trigger mitigating actions. However, while the feedback system provides 
some advantages in terms of security, it also presents some issues. The interaction between the data plane 
and the control plane breaks the fundamental SDN concept: the separation of these two planes. This in turn 
makes the data plane a stepping stone for attacking the control plane. As with other feedback loops, this 
interaction, unless managed appropriately, may lead to an oscillating situation that will eventually make 
the network unstable. 

6. Conclusion 
Considering SDN as technology milestone; the beauty falls in its capability to enhance flexibility in 
networks, that ensures effective and optimum use of resources, and facilitate a much higher level of 
system autonomy as compared to traditional networks.  
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TABLE I. SUMMARY OF ATTACK MITIGATION 

Like any emerging technology, great care and vigil is needed to handle the SDN to make it attack 
resilient. Table 1 represents the summary of attack mitigation in SDN [14-15]. However, SDN 
opens new opportunities for the embedding enhanced security mechanisms in the network, offering 
broader visibility, programmability, while providing centralized network management approach. 
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